Distributed system
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In many real-world services, the infrastructure is highly complex: multiple computers,
servers, and software components work together to provide a single service.
In these cases, we speak of distributed systems.

A distributed system is a computing model in which multiple components connected through
a network cooperate to perform a task or provide a service. Hardware and software
resources are not all located on a single computer, but are distributed across multiple
interconnected machines (van Steen & Tanenbaum, 2023).

The goal of a distributed system is to use the available resources efficiently, improving the
scalability, reliability, and availability of the overall system (van Steen & Tanenbaum, 2023).
For example, if a service is distributed across multiple servers, it can handle more users at
the same time and continue operating even if part of the infrastructure experiences a
problem.

An important characteristic of distributed systems is transparency: users and developers
can perceive the system as a single coherent entity, even though its resources are
distributed across multiple computers.

In a distributed system, the existence of multiple computers is invisible to the user, who has
the impression of interacting with a single computing system.

Middleware is software that acts as an intermediary between applications or software
components within a distributed system. It is thanks to middleware that the user perceives
this transparency (van Steen & Tanenbaum, 2023).

Its main purpose is to facilitate communication, management, and interaction among the
different parts of a system, especially when those parts may be located in different areas of a
network.

Many distributed systems use middleware to achieve transparency.
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On the left, a computer network without middleware; on the right, one with middleware
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Example
Spotify is a music streaming service that allows users to listen to music online from a vast

catalogue of tracks.

This service is provided through a distributed architecture because the tracks are stored
on servers around the world, yet the user is unaware of this and perceives that they are
interacting with a single entity.

Cloud computing

One technology that makes extensive use of distributed systems is cloud computing
(Buyya et al., 2011).

In the past, many software applications were installed and run mainly locally, meaning on the
user’s device.

Today, however, many computing services rely on remote infrastructure accessible through
the Internet.

As networks have evolved and become much faster and more secure, computing services
have been moving from local software to web services. The user accesses the application’s
interface through a browser, while the actual work is performed by the server, which sends
the interface only the result to be displayed.

This change benefits the user because their device does not have to handle the application’s
entire workload, since part of the work is performed by remote servers.

The concept of using computing services through a network is called cloud computing. It
goes beyond the simple presence of resources on the Internet and involves accessing and
using virtual resources as services (Mell & Grance, 2011).

These services may include data storage, data processing, application delivery, data
analysis, and much more.

Therefore:

- Cloud computing is a model for delivering computing services over the Internet.
Instead of using only local resources, such as the storage or processing power of
their own computer, users can access remote resources, including storage space,
applications, processing power, databases, and other services (Mell & Grance,
2011).

- In cloud computing, a significant part of the processing, storage, or service
management takes place on distributed remote systems. The user’s device may
simply display the interface and send requests, although in many cases it still
performs some processing locally.

The term cloud refers to the set of hardware and software resources that make cloud

computing possible: servers, storage systems, networks, software, and interconnected data

centers (Liu et al., 2011; Mell & Grance, 2011).

Therefore:

The cloud represents a set of hardware and software resources that perform cloud
mputing.
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Cloud computing is a conceptual model that allows the user’s device to access the cloud
through the Internet and use one or more services

The cloud allows users to access the same files and applications from virtually any device,
because processing and storage take place on servers located in data centers rather than
locally on the user’s device (Mell & Grance, 2011).

This is why a user can access their Instagram account on a new phone after the old one has
broken and still find the account there, together with all the photos, videos, and conversation
history.

Example
Google Drive is considered a cloud system for several reasons:

- Remote storage: Google Drive allows users to store their files and documents on
remote servers managed by Google. These files are not physically stored on the
user’s device, but on Google’s servers in distributed data centers.

- Access from anywhere: users can access their files on Google Drive from any
Internet-connected device, such as a computer, tablet, or smartphone. This means
that they can view, edit, and share their documents wherever they are.

- Sharing and collaboration: Google Drive allows users to share their files with other
people, enabling real-time collaboration. Users can work together on the same
documents and see changes as they happen.

- Automatic synchronization: changes made to files in Google Drive are
automatically synchronized across all devices on which the user signs in to their
account. This ensures that the latest versions of the files are always available.




- Scalability: Google Drive provides users with flexible storage space that can be
easily expanded according to their needs. Users can choose to purchase additional
storage space when necessary.

- Centralized management: users can organize and manage their files through an
intuitive web interface. They can create folders, group files into categories, and use
search tools to quickly find what they need.

- Automatic updates: Google Drive is a service managed by Google, which means
that users automatically benefit from new features and improvements without
having to install updates manually.

For businesses, moving to cloud computing removes some IT-related and fixed costs. For
example, they no longer need to update and maintain their own servers, because this is
handled by the cloud service provider they use (Buyya et al., 2011).

This is particularly important for small businesses, which may not be able to maintain their
own internal infrastructure but can cost-effectively outsource their infrastructure needs
through the cloud.

The cloud can also make it easier for businesses to operate internationally, because
employees and customers can access the same files and applications wherever they are,
provided they have an Internet connection.

The cloud often relies on distributed systems because the service is provided by many
coordinated resources, including servers, storage systems, networks, and data centers
(Buyya et al., 2011; van Steen & Tanenbaum, 2023).

From the user’s perspective, however, this complexity is largely hidden: the service appears
as a single application accessible through the Internet (van Steen & Tanenbaum, 2023).



Supplementary materials

Key points

A distributed system consists of multiple computers and software components that
work together to provide a single service.

Resources are distributed across multiple networked machines.

The main advantages are scalability, reliability, and availability.

Transparency makes the system appear to the user as a single entity.

Middleware facilitates communication and coordination among the different
components.

Cloud computing makes it possible to use remote resources over the Internet, such
as applications, storage, databases, and processing power.

The cloud is the collection of servers, networks, software, storage systems, and data
centers that provide these services.

Cloud services allow users to access data and applications from different devices.
The cloud facilitates sharing, synchronization, collaboration, and automatic updates.
Businesses can reduce costs by entrusting infrastructure and maintenance to a
cloud provider.

The cloud often relies on distributed systems, but their complexity remains hidden
from the user.

Exercises

Behind a Streaming Service

A music platform allows millions of users to listen to songs through a single application.
However, the music files and the services required for the platform to operate are distributed
across many servers.

Answer the following questions:

Explain why this platform can be considered a distributed system.

Identify which elements of the system could be located on different machines.
Explain what advantage having multiple servers can provide as the number of users
increases.

A server suddenly stops working, but users continue to use the service normally.
Which characteristic of a distributed system is highlighted by this situation?

Users do not know which server contains the song they are listening to. Explain
which principle of distributed systems allows them to perceive the entire
infrastructure as a single service.

Making Complexity Invisible
A company has five applications that need to communicate with different servers distributed
across the network.

In the first version of the system, each application must directly know how to
communicate with each server.



- In the second version, an intermediate software layer is introduced to manage
communication between applications and services.

Analyze the two solutions.

- Identify which component introduced in the second solution can be defined as
middleware.

- Explain what problem it is intended to solve.

- Describe how the relationship between applications and servers changes after its
introduction.

- Explain why middleware can increase system transparency.

- From the end user’s point of view, describe what difference should be noticeable
between a well-designed system using middleware and one in which the distribution
of resources is evident.

Local Application or Cloud?
A design studio must decide how to use a new software application.
- Solution A: the program is installed entirely on the studio’s computers, and all files
are stored on their local disks.
- Solution B: the program is accessed through the Internet; documents are stored on
remote servers, and a significant part of the processing is performed by the
provider’s infrastructure.

Compare the two solutions.

- Indicate which of the two more closely represents a cloud computing model.

- ldentify which resources are local and which are remote in each case.

- Explain why, in Solution B, the user’s computer may have to handle a lower
processing workload.

- An employee changes computers and wants to continue working on the same
documents. Explain which solution makes this easier and why.

- Explain why using an application through a browser does not necessarily mean that
the user’s device performs no processing.

The University’s Documents

A university wants to create a system similar to Google Drive. Each lecturer must be able to
upload documents from their computer, edit them later from a tablet, and share them with
other lecturers, who can work on the same files.

Conceptually design the service using the principles covered in the learning material.

- Indicate which information or processing tasks should remain on users’ devices and
which could be managed by the cloud.

- Explain why documents must be stored on remote systems if they need to be
available from different devices.

- Describe what should happen when a lecturer edits a document on a tablet and later
opens it on a computer.

- Explain the role of automatic synchronization.

- Explain why the system can be considered both a cloud service and a system based
on distributed infrastructure.



Indicate which aspects of the infrastructure’s complexity should be hidden from the
user through transparency.

A Small Company Has to Choose
A small company needs to create a new IT service. It has two options:

Solution A: purchase its own servers, install them on its premises, and directly

manage maintenance and updates.

Solution B: use cloud services provided by an external provider.

The company also expects to grow over the next few years and hire employees who will
work from different cities.
Evaluate the two options.

Explain which costs and activities can be reduced by choosing the cloud solution.
Explain why the cloud can be particularly attractive to a small business.

The number of users of the service increases rapidly. Explain what advantage related
to scalability the cloud could provide.

Employees need to access the same files from different cities. Explain why the cloud
makes this way of working easier.

Identify which activities that would be the company’s responsibility in Solution A can
be entrusted to the provider in Solution B.

Choose one of the two solutions for this case and justify your decision using at least
three concepts covered in the learning material.

Designing a Distributed Service
You have to design an online platform used by thousands of students to store, edit, and
access documents from computers, tablets, and smartphones.

The first proposal is to install everything on a single computer: the application, the
data, and user management.

A second proposal instead uses several servers and storage systems connected
through a network and coordinated so that they provide users with a single service.

Analyze the two architectures.

Explain which of the two can be considered a distributed system and why.

Imagine that the number of students increases from 1,000 to 100,000. Explain which
architecture offers greater ability to adapt and relate your answer to the concept of
scalability.

Imagine that one of the machines fails. Explain how a distributed design could allow
the service to continue operating.

Relate this situation to the concepts of reliability and availability.

Explain why users should not need to know which physical machine stores their
document.

Indicate what role middleware could play in coordinating the different components.
Finally, explain why, from the user’s point of view, an infrastructure made up of many
machines can still appear as a single application.
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Editorial notes

In producing these materials, | have used generative artificial intelligence tools to support
the writing process, particularly to improve the form of the text, reorganize content, refine
wording, and speed up certain editorial tasks.

As | work independently on the production of these materials, | try to automate any
activities that can reasonably be automated, so that | can devote more time to research,
design, and content development.

However, artificial intelligence does not determine the content of this work: the choice of
topics, structure, ideas, interpretations, examples, and teaching approach are developed
by me. Al is therefore used primarily as a tool to support production and formal revision,
while authorship and responsibility for the design and content remain mine.

Unless otherwise indicated, this material is distributed under the Creative Commons
Attribution—-NonCommercial-ShareAlike 4.0 International license (CC BY-NC-SA 4.0).

You are therefore free to share, redistribute, adapt, and create derivative works based on
this material, provided that appropriate credit is given, the material is not used for
commercial purposes, and any modified or derivative versions are distributed under the
same license.
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