Link level
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The data link layer (or link layer) is located below the network layer and above the
physical layer.

This layer receives packets from the network layer and encapsulates them into units that are
then transmitted through the physical layer.

Its role is to manage communication over a single local link, using rules suited to the
technology in use, for example Ethernet or Wi-Fi (Braden, 1989; Institute of Electrical and
Electronics Engineers [IEEE], 2022).
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The data link layer is responsible for:
Organizing the raw bits transmitted by the physical layer into readable and
manageable units.
Addressing devices on the local network using MAC addresses (IEEE, 2022).
Checking for errors in local transmission:
- Checking whether the data arrived intact, using error-detection codes (a
strategy used by Ethernet).
- Requesting retransmission when an error occurs (a strategy not used by
Ethernet, but used by other technologies).
Avoiding conflicts and collisions, especially on shared networks.

One of the most widely used protocols at this layer is Ethernet; the data unit handled is
called a frame (IEEE, 2022).

An Ethernet frame is divided into the following parts:
- Header: contains information such as the sender and receiver MAC addresses.


https://febogamedev.com/en/

- Payload: the actual data (for example, an /P packet).
- Trailer: contains a check code used to detect possible errors (IEEE, 2022).
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Error checking
The check code used by Ethernet is called FCS, Frame Check Sequence (IEEE, 2022).

The FCS is a 32-bit value calculated from the contents of the frame using an algorithm called
CRC, Cyclic Redundancy Check (IEEE, 2022).
- If the value calculated by the receiver matches the value in the FCS field, the frame
is considered correct.
- If the values do not match, the frame has probably been altered during transmission
and is discarded (IEEE, 2022).

CRC offers the following advantages:
- It detects all single-bit errors (one incorrect bit among otherwise correct bits).
- It detects many double or multiple errors (several consecutive incorrect bits among
otherwise correct bits).
- It detects error bursts (that is, errors concentrated in a portion of the frame).
- Itis very efficient to calculate, even in hardware (IEEE, 2022).

The steps below show how CRC works on the sender and receiver sides.

Th nder
- Takes the entire contents of the frame, excluding the FCS field (which will be added
later).
- Calculates the CRC on the contents of the frame.
- Obtains a 32-bit value.
- Inserts this value into the FCS field at the end of the frame (IEEE, 2022).



The receiver
- Receives the entire frame, including the FCS field.
- Performs the CRC check on the received frame.
- Compares the result with the value in the FCS field:

- If the two values match, the frame is assumed to be correct.

- If the two values do not match, the frame is discarded (Ethernet does not
provide automatic retransmission). If retransmission is required, it is handled
by the upper layers (e.g. TCP at the transport layer) (Braden, 1989; Eddy,
2022).

Journey of a web request through the network

How does packet forwarding work from a source host to a destination host?

Below, we examine the different steps in a message flow that uses HTTP at the application
layer, the protocol used to request and transfer web pages (Fielding et al., 2022).

In particular, we look at an HTTP request (the client asks the server for the web page):

1. Packet creation: the browser generates an HTTP request. The transport layer, using
TCP, encapsulates the HTTP data in a TCP segment (Eddy, 2022; Fielding et al.,
2022).

2. Network layer: the TCP segment passes to the network layer, which encapsulates
the segment in an /P packet. This packet contains the destination /P address
(obtained through DNS from the domain name) and the message payload (Eddy,
2022; Postel, 1981).

3. Link layer: this packet is then encapsulated inside an Ethernet frame. The frame uses
the gateway's MAC address as its destination because the final destination is outside
the LAN. The host obtains the gateway's MAC address through ARP (Address
Resolution Protocol) in /Pv4, or through Neighbor Discovery in /Pv6. The
corresponding tables are used to associate an /P address with a MAC address only
on directly connected networks (Narten et al., 2007; Plummer, 1982).

4. Forwarding to the gateway: the Ethernet frame containing the packet is sent over the
local network and reaches the gateway, which acts as the access point between the
local network and the external network, in this case the Internet (Braden, 1989).

5. Routing and forwarding: the gateway extracts the /P packet from the frame,
examines its destination /P address, and uses its routing tables to determine the next
destination (usually another router) to which the packet should be forwarded toward
the external network (Postel, 1981).

6. MAC lookup: once the next hop has been identified, the router obtains the associated
MAC address through its ARP table (for IPv4) or Neighbor Discovery table (for IPv6).

7. MAC replacement: the router keeps the same IP packet, apart from some technical
modifications, but encapsulates it in a new link-layer frame suited to the next link. In
this new frame, the destination MAC address is that of the next router, or of the final
host if it is on a directly connected network (Postel & Reynolds, 1988).

8. Forwarding to the next router: the /P packet is placed in an Ethernet frame and sent
to the next router, which continues, at the network layer, to examine the destination




IP address and forward the packet toward the following router using the identified
router's MAC address (Braden, 1989).

9. Repeating the forwarding process: this forwarding process is repeated along the
chain of routers until the packet reaches the final recipient's gateway.

10. Delivery to the destination host: the final gateway receives the frame, extracts the /P
packet, and encapsulates it in a new Ethernet frame whose destination MAC address
is that of the final host (obtained, if necessary, through ARP or Neighbor Discovery).
With this new frame, the gateway delivers the packet to the destination host on the
local network (Narten et al., 2007; Plummer, 1982).

11. Delivery to the application: the recipient's transport layer reads the destination port of
the TCP segment and delivers the data to the correct socket or application, in this
case the HTTP software (the program that implements HTTP) (Eddy, 2022).
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Note: it is important to emphasize that, along the path, the /P packet keeps the /P addresses
of the sender and the final destination, while the link-layer frame changes at each hop of the
network. Each router extracts the /P packet from the received frame and places it in a new
frame suited to the next link (Braden, 1989; Postel & Reynolds, 1988).
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The link layer manages communication between devices connected to the same
local network.

The link layer receives |IP packets and encapsulates them in units called frames.
The link layer uses MAC addresses to identify the sender and receiver on the local
network.

The main link-layer technologies are Ethernet and Wi-Fi.

An Ethernet frame contains a header, payload, and trailer.

The payload normally contains the IP packet; the trailer contains the FCS check
code.

CRC makes it possible to check whether the frame was altered during transmission.
If Ethernet detects an error, it discards the frame without directly requesting
retransmission.

To reach an external network, the host sends the frame to the gateway's MAC
address.

ARP in |IPv4 and Neighbor Discovery in /Pv6 associate /P addresses with local
MAC addresses.

Each router extracts the /P packet and places it in a new frame intended for the next
link.

The /P addresses of the sender and final destination generally remain unchanged,
while the MAC addresses change at each link.

rcises

Building and checking an Ethernet frame
A computer must send an IP packet to another device on the same LAN. To transmit it over
Ethernet, the link layer places it inside a frame.

Explain the function of the link layer between the network layer and the physical
layer.

Indicate what information must be placed in the Ethernet frame header.

Explain what makes up the frame payload.

Indicate what information is inserted in the trailer.

Explain how the sender uses CRC to calculate the FCS value.

Describe what the receiver must do when it receives the frame.

Imagine that some bits are modified during transmission and that the CRC calculated
by the receiver does not match the received FCS. Explain what happens to the
frame.

Explain why Ethernet can detect the error without necessarily handling data
retransmission.

The server is outside the LAN
A computer connected to the school network wants to send a request to a web server on the
Internet.



The computer already knows:

The server's IP address.
Its gateway's IP address.

However, it does not know the MAC address needed to perform the first transfer on the local
network.

Explain why the computer does not need to look for the MAC address of the web
server on the Internet.

Indicate which MAC address should instead be used as the destination of the first
frame.

Explain which mechanism can be used, in IPv4, to associate the gateway's IP
address with its MAC address.

Explain the function of the table obtained through this mechanism.

Describe what the Ethernet frame sent from the computer to the gateway contains,
distinguishing the destination MAC address, the IP packet, and the encapsulated
application data.

Explain why the destination IP address remains that of the web server even though
the destination MAC address is that of the gateway.

Explain what mistake a student would make by using the remote server's MAC
address as the destination.

What changes at each router?
A packet must travel along the following path:
Computer A — Router 1 — Router 2 — Router 3 — Computer B

Computer A and Computer B belong to different local networks.

Explain what happens to the frame when it reaches Router 1.

Indicate which information in the IP packet the router uses to decide where to forward
it.

Explain why Router 1 must create a new frame for the link to Router 2.

Indicate which MAC address should appear as the destination in the new frame.
Describe what happens again when the packet reaches Router 2 and Router 3.
Explain which addresses tend to remain associated with the final hosts throughout
the journey and which instead change at each local link.

Conceptually complete the following table by indicating the link-layer recipient on
each hop:

Link Frame destination
Computer A — Router 1 ?
Router 1 — Router 2 ?
Router 2 — Router 3 ?
Router 3 — Computer B ?




- Explain why this example shows the difference between the role of the network layer
and that of the link layer.

Reconstructing a complete web request
A user enters the address of a website in the browser. The server is on a remote network,
and the request crosses several routers to reach it.

Reconstruct the entire journey of the request using the layers studied.

- Describe what the browser initially produces at the application layer.

- Explain what the transport layer does using TCP.

- Explain what the network layer adds and what role the destination IP address plays.

- Describe how the link layer encapsulates the IP packet in the first Ethernet frame.

- Explain how the gateway's MAC address is determined.

- Describe what the gateway does when it receives the frame.

- Explain why the router extracts the IP packet and places it in a new frame before
forwarding it.

- Describe how the process is repeated across the intermediate routers.

- Explain what happens when the packet finally reaches the server's local network.

- Describe how the final gateway can determine the destination host's MAC address
and deliver the frame to it.

- Explain how the data finally move back up to the correct application process on the
server.

- Conclude by clearly indicating which information is end-to-end and which is
reconstructed at each individual link.
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Further reading

- mes F. Kur nd Keith W. R m r Networking: A Top-Down Approach
9th ed., Pearson, 2026 — Provides a clear treatment of the link layer, including
framing, error detection, multiple-access protocols, MAC addressing, ARP, Ethernet,
switches, and the way link-layer communication interacts with IP forwarding across
different networks.

- Andrew S. Tanenbaum, Nick Feamster, and David J. Wetherall, Computer Networks,
6th ed., Pearson — Offers a systematic explanation of the data link layer and the
MAC sublayer, covering framing, error detection and correction, Ethernet,
shared-medium access, switching, wireless LANs, and communication between
adjacent nodes.

- Behrouz A. Forouzan, Data Communications and Networking with TCP/IP Protocol
Suite, 6th ed., McGraw Hill, 2022 — Dedicates separate chapters to the data-link
layer and LANs, making it particularly useful for studying frames, addressing, error
detection, CRC, Ethernet, connecting devices, and the relationship between local
delivery and the upper layers of the TCP/IP architecture.

- Charles E. Spurgeon and Joann Zimmerman, Ethernet: The Definitive Guide, 2nd
ed., O'Reilly Media, 2014 — Provides a specialized and detailed treatment of
Ethernet, including Ethernet frames, MAC operation, media-access mechanisms,
switching, physical Ethernet technologies, network design, and troubleshooting. It is
particularly useful for going beyond the introductory Ethernet coverage of the
handout.

- Douglas E. Comer, Internetworking with TCP/IP, Volume One, 6th ed., Pearson, 2014
— Connects local-network technologies with the broader TCP/IP architecture and
covers hardware addressing, Ethernet, Wi-Fi, bridging, protocol layering, address
resolution, and the mechanisms that allow IP datagrams to be carried across different
underlying networks.




Editorial notes

In producing these materials, | have used generative artificial intelligence tools to support
the writing process, particularly to improve the form of the text, reorganize content, refine
wording, and speed up certain editorial tasks.

As | work independently on the production of these materials, | try to automate any
activities that can reasonably be automated, so that | can devote more time to research,
design, and content development.

However, artificial intelligence does not determine the content of this work: the choice of
topics, structure, ideas, interpretations, examples, and teaching approach are developed
by me. Al is therefore used primarily as a tool to support production and formal revision,
while authorship and responsibility for the design and content remain mine.

Unless otherwise indicated, this material is distributed under the Creative Commons
Attribution—-NonCommercial-ShareAlike 4.0 International license (CC BY-NC-SA 4.0).

You are therefore free to share, redistribute, adapt, and create derivative works based on
this material, provided that appropriate credit is given, the material is not used for
commercial purposes, and any modified or derivative versions are distributed under the
same license.
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