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In networking, the term quality of service, or simply QoS (from the English Quality of
Service), is used to refer either to the parameters used to characterize the quality of the
service provided by the network (for example, speed, packet loss, delay, etc.) or to the tools
and techniques used to achieve a desired quality of service (Blake et al., 1998; International
Telecommunication Union [ITU], 2011).

Below is a list of the main attributes used to define the quality of a network connection.

Bandwidth

Bandwidth, in computing, refers to the amount of data that can be transferred from one
point to another in a given period of time (Chimento & Ishac, 2008).

. Amount of information
Bandwidth = [ infon
Transfer time

Bandwidth is measured in bits per second (bps). The bit rate is the number of bits
transferred in one second. Its most common multiples are kilobits per second (Kbps, one
thousand bits per second), megabits per second (Mbps, one million bits per second), and
gigabits per second (Gbps, one billion bits per second) (Chimento & Ishac, 2008).

Bandwidth can refer to different links. For example, it can indicate the capacity of a local
network link or that of the last mile, that is, the link that connects the user's network to the
ISP's network (Chimento & Ishac, 2008).

When we talk about the “Internet speed” of a home connection, we normally mean the
bandwidth available on the last mile.

In networking terminology, the term bandwidth is often used to indicate the theoretical
maximum data transfer capacity of a connection, measured in bits per second (Chimento &
Ishac, 2008).

In this context, describing a connection as 100 Mbps means that, under ideal conditions, it
can transfer up to 100 million bits per second.

This speed can vary depending on the following factors (Chimento & Ishac, 2008;
Constantine et al., 2011):
- Access technology, such as DSL, FTTC, FTTH, mobile networks, or satellite.
- Communication standard used, which determines the maximum supported capacity
(Ethernet 100BASE-TX, Gigabit Ethernet, VDSL2, etc.).
- Characteristics of the transmission medium, such as copper, optical fiber, or radio
waves.
- Physical quality and length of the link, which are particularly relevant for copper
connections.
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- Profile configured by the ISP, which determines the maximum bandwidth specified by
the contract.
- Capacity of the equipment and network interfaces used along the link.

Bandwidth can be symmetric or asymmetric (Constantine et al., 2011):

- Symmetric bandwidth means that the download speed (downstream, the data
transfer rate from the server to the client) and upload speed (upstream, the data
transfer rate from the client to the server) are the same.

- Asymmetric bandwidth, by contrast, has different download and upload speeds.

Many residential ISPs offer asymmetric connections, with higher download speeds than
upload speeds. This is because, statistically, users tend to download content from the
Internet more often than they upload new content (Constantine et al., 2011).

Example
The ADSL acronym stands for Asymmetric Digital Subscriber Line. This connection

technology is asymmetric because downstream bandwidth is greater than upstream
bandwidth.

Another important concept is throughput (Constantine et al., 2011).

Throughput is the actual amount of data transferred over a given period of time. Unlike
theoretical bandwidth, throughput takes into account real network conditions, such as
congestion, interference, distance, signal quality, packet loss, and traffic generated by other
users (Constantine et al., 2011).

Therefore, throughput is always lower than bandwidth or, at most, equal to it (Chimento &
Ishac, 2008; Constantine et al., 2011).

Throughput can depend on the following factors (Chimento & Ishac, 2008; Constantine et al.,
2011):
- Available bandwidth on the slowest link traversed by the data.
- Network congestion caused by a large number of users or high traffic levels.
- Time and control data required for protocols to operate, for example to establish a
connection, acknowledge received data, and handle errors.
- Packet loss or corruption, which may require retransmissions (Constantine et al.,
2011).
- Protocol overhead, because part of the transmitted data consists of headers and
control information (Chimento & Ishac, 2008; Constantine et al., 2011).
- Quality of the local network, including coverage, interference, and distance from the
Wi-Fi access point.
- Performance of modems, routers, devices, and network interfaces.
- Capacity of the server or remote service sending or receiving the data.
- Number of applications and devices using the connection at the same time.
- ISP traffic management policies, such as limitations, priorities, and traffic-shaping
mechanisms (Constantine et al., 2011).



Example
| need to download a 20 MB file (one byte equals 8 bits), and it takes 20 minutes.
20MB__ 200000008 _ 20000000*8h 160 000 000 b

Throughput = = == =~ S == o = 1200s = 133333 bps =~ 133 kbps;

Bandwidth can be used to calculate the theoretical minimum transfer time for content of a
given size in bytes (Chimento & Ishac, 2008).
Consider the inverse bandwidth formula:

Amount of information
Bandwidth

transfer time =
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Suppose we want to transfer a 10 MB (10 megabyte) file to a device with a bandwidth of 5

Mbit/s.
The transfer time will be given by:
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Latency

Latency (also called latency time) is the time between sending a packet, request, or signal
and its reception or response by the destination: it represents the delay between the start of
an action and its actual execution or response (ITU, 2019; Almes et al., 1999).

Latency is measured in milliseconds (ms) and is affected by several factors within a network.
Some of the main factors that contribute to latency include (ITU, 2019; Almes et al., 1999):

- Connection speed: a faster Internet connection tends to reduce latency because data
packets are transmitted more quickly.

- Physical distance: latency increases with the physical distance between the source
and destination of the data. For example, long-distance connections, such as those
between continents, may have higher latency (Almes et al., 1999).

- Network congestion: when a network is overloaded with traffic, packets may be
delayed while being routed to the intended destination (ITU, 2019; Morton & Claise,
2009).

- Infrastructure quality: the quality and reliability of routers, cables, and other network
components can affect overall latency.

- Network protocols: some network protocols are more efficient than others and can
reduce latency.

It is important to emphasize that bandwidth and latency are not the same thing (ITU, 2019;
Constantine et al., 2011).



A connection with high bandwidth can transfer large amounts of data per second, but it does
not necessarily have low latency.

Latency also depends on physical distance, the path followed by packets, congestion, and
processing times in network devices.

Latency can have a significant impact on many activities, especially applications that require
fast response times, such as online games or video calls (International Telecommunication
Union [ITU], 2003; ITU, 2011).

For example, high latency in online games can cause a delay between the user's action and
the game's response, negatively affecting the gaming experience.

In general, low latency is preferable, especially for real-time applications, because it allows
the network to operate more smoothly and responsively.

Network operators and network engineers constantly seek to improve latency by optimizing
infrastructure, implementing advanced technologies, and using efficient protocols.

Example
A connection with latency around 15-30 ms can feel very responsive for online games. By

contrast, latency of 80—100 ms is still usable, but it can make delay more noticeable in
real-time applications.

Round Trip Time (RTT, round-trip time) is a measure related to latency: it is the time
between sending a packet to a destination and receiving the corresponding response back
at the sender (Almes et al., 1999).

In other words, RTT is the total time required to complete a round trip between two points in
a network connection.

In an ideal, symmetric network, RTT can be considered approximately twice the one-way
latency, because it includes both the time needed to reach the destination and the time
needed to receive the response. In real networks, however, this relationship is not always
exact because the outbound and return paths can have different delays (Almes et al., 1999).
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Jitter

Jitter is another important concept that is particularly relevant to real-time applications, such
as voice calls over the Internet or videoconferencing (Schulzrinne et al., 2003; Demichelis &
Chimento, 2002).
Jitter represents the variation in the latency of data packets as they travel from a source to a
destination across the network (Demichelis & Chimento, 2002).

- If packets arrive with very different delays, jitter is high.

- If, on the other hand, they arrive with similar and regular delays, jitter is low.

Jitter can be problematic for real-time applications because it can cause issues such as
delays in voice or image transmission during a video call (Schulzrinne et al., 2003; Morton &
Claise, 2009).

If jitter is low, the packet flow is more uniform and the user experience is better, because
there are fewer interruptions or synchronization problems between participants.
Jitter can have several causes, including (Morton & Claise, 2009):
- Network congestion: when a network is overloaded with traffic, packets may be
delayed or received out of sequence, causing jitter.
- Variable network paths: if packets have to travel along different routes through the
network, they may experience different latencies, contributing to jitter.
- Queue management: in network devices, packet queue management can affect jitter.
If packets accumulate in a queue that is too large or too small, their delay can vary
(Morton & Claise, 2009).

To address jitter and improve the quality of real-time communications, network service
providers and application developers implement various techniques, such as traffic
prioritization, the use of buffers (we will examine this technique shortly), or the selection of
more stable network paths, in order to reduce latency variability and maintain a regular data
flow (Blake et al., 1998; Morton & Claise, 2009).
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We can think of jitter as the standard deviation of latency (Demichelis & Chimento, 2002).



Standard deviation is a statistical measure that represents the dispersion or variability of a
set of data relative to its mean. In other words, it indicates how much the values in a sample
tend to differ from the sample mean.

Example
If the mean of a data set is 5 and the standard deviation is 0, it means that all the data
values are equal to 5.

Buffer

The term buffer refers to a portion of temporary memory used to compensate for differences
in speed between two devices or processes exchanging data (Morton & Claise, 2009).

In practice, the buffer accumulates data waiting to be processed or transmitted, acting as a
“cushion” (hence the name) between the producer and the consumer of the data.

Imagine a tap from which water flows faster than a glass can collect it without overflowing:
an intermediate container is needed.

In digital systems, that container is the buffer: temporary RAM that helps compensate for
differences in speed and timing irregularities.

Example
Some practical examples of buffer use:

- Printing: the file to be printed is buffered before being sent to the printer.

- Networks: a router uses buffers to store incoming packets before forwarding them.

- Digital audio: sounds recorded in real time are buffered so that they can be
processed without interruptions.

- Writing to disk: data to be saved are placed in a buffer and then written to disk.

An important use of buffers on the Internet is to limit the effects of temporary variations in
data reception. For example, in video or audio streaming, the buffer preloads part of the
content to prevent interruptions during playback (Morton & Claise, 2009).

When a user starts a video, for example on YouTube, Netflix, or Spotify, the system does not
immediately play each piece of data as soon as it is received.

Instead, it accumulates part of the content in a local buffer, that is, temporary memory. When
the buffer contains enough data, playback begins.

Meanwhile, new data continue to arrive and fill the buffer.

This process protects against temporary network slowdowns and allows smoother playback
even when data do not always arrive at a regular rate.




However, if the incoming data flow remains consistently higher than the processing or
playback capacity, the buffer will eventually fill up, causing waits, dropped data, or
interruptions.

In real-time streams, such as voice calls and video calls, the more specific term jitter buffer
is used (Morton & Claise, 2009).

A jitter buffer is a buffer designed to compensate for variations in packet arrival times while
keeping latency as low as possible (Morton & Claise, 2009).

The main difference is:
- In traditional streaming, the system can afford to accumulate more data in advance,
even if this introduces a greater delay.
- Inavideo call, by contrast, the delay must remain minimal because users need to be
able to interact in real time.

Implementing A Jitter Buffer

Buffer

This diagram shows how the buffer works: it stores packets and then sends a stream with
constant latency to the end device

The buffer is used to compensate for jitter and make playback more regular.
- Ifjitter is high, a larger buffer is needed.
- However, a buffer that is too large introduces latency (the system has to wait longer
for the buffer to fill), so an intelligent trade-off is needed, often managed by dynamic
jitter-buffer algorithms (Morton & Claise, 2009).



Quality of Service in Media

Having adequate quality of service for media playback is important because poor quality of
service causes degradation of the media itself (Blake et al., 1998; ITU, 2011).

Quality of service can have different requirements depending on the type of media (ITU,
2011; Schulzrinne et al., 2003):

Non-continuous media: in non-continuous media, such as text and images, latency
can affect the waiting time before display. However, once the data have been
received, the content can be shown without having to follow a precise timing pattern.
Continuous media: in continuous media, such as audio and video, it is not enough for
the data simply to arrive; they must also arrive regularly. An initial delay may be
acceptable if the content is not interactive, because it can be compensated for with a
buffer. It becomes more problematic when packets arrive with highly variable delays,
because audio may be interrupted and video may stutter (Schulzrinne et al., 2003;
Morton & Claise, 2009).

Live streaming: the content is produced and transmitted almost in real time. A buffer
can be used here as well, but it cannot be too large, otherwise the user would see
the event with excessive delay (ITU, 2011; Morton & Claise, 2009).

Real-time interactive media: in interactive applications, such as online games and
video calls, delay must be even lower because the user expects an immediate
response to their actions (ITU, 2003; Schulzrinne et al., 2003).

Managing quality of service for media presents four levels of difficulty, in increasing order
(ITU, 2011; Schulzrinne et al., 2003):

Managing non-continuous media, such as images and text.
Managing the streaming of recorded content (stored media), such as watching a
video on YouTube.
Streaming content produced in real time (live media), such as radio. The main
problem when designing streaming and teleconferencing applications is network
delay.
- Audio and video require real-time presentation, which means that, to be
useful, they must be delivered over the network at specific times.
- Real-time interactive applications, such as video games or teleconferencing.
In this case, large delays mean that calls that are supposed to be interactive
are no longer truly interactive (ITU, 2003; Schulzrinne et al., 2003).

Ping

A simple way to analyze quality of service is ping (Postel, 1981; Almes et al., 1999).

Ping is a network command used to check whether a host is reachable over an IP network
and to measure response time. It can also help identify packet loss by showing whether
some requests receive no response (Postel, 1981; Almes et al., 1999).



The name comes from the sound of sonar on submarines: just as a sound echo checks
whether something responds, ping checks whether a host responds on the Internet or on a
LAN.
- When ping is run, the computer sends a special packet to an /P address or a domain
name.
- If reachable, the destination device responds with another packet.

Ping can be entered as a command in the operating system terminal. For example, if you
type:

ping google.com

The result will be:
Response from : byte= tempo= TTL=

Where:
- byte = 32 — size of the packet sent.
- time = 24 ms — time required to receive the response, that is, its RTT (Almes et al.,
1999).
- TTL =118 — Time To Live, the number of router “hops” the packet can make before
it expires (Postel, 1981).
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Quality of service (QoS) describes network performance through parameters such
as bandwidth, latency, jitter, and packet loss.

Bandwidth indicates the theoretical maximum amount of data that can be
transferred in one second and is measured in bps.

Throughput is the speed actually achieved and is normally lower than theoretical
bandwidth.

Bandwidth can be symmetric, with equal download and upload speeds, or
asymmetric.

Latency is the delay in data transmission and is measured in milliseconds.

RTT indicates the time required for a packet to reach the destination and for the
response to return to the sender.

Jitter is the variation in latency between different packets and can cause
interruptions in real-time services.

A buffer temporarily stores data to compensate for slowdowns and irregularities in
reception.

A larger buffer reduces interruptions but can increase latency.

Text and images tolerate delays better; streaming, video calls, and online games
require more regular data delivery and shorter response times.

Ping checks whether a host is reachable and measures RTT, packet loss, and other
information about the communication.

rcises

The fastest connection is not always the best one

Two Internet connections have the following characteristics:
Connection A

Bandwidth: 1 Gbps.
Average latency: 95 ms.

Connection B

A user

Bandwidth: 200 Mbps.
Average latency: 18 ms.

must choose which connection to use for:
Downloading a 20 GB file.

Taking part in a video call.

Playing a competitive online video game.
Watching a film in streaming.



Answer the following questions:

- Indicate which connection might be preferable for each activity and explain your
reasoning.

- Explain why greater bandwidth does not necessarily imply lower latency.

- Identify which activities are most sensitive to latency.

- Explain why downloading a file is influenced mainly by the amount of data that can
be transferred over time.

- Explain why, in online games, a connection with less bandwidth can still provide a
better experience.

- Use the example to explain why the quality of a connection cannot be described by a
single parameter.

Theoretical bandwidth and actual throughput
A school has a connection advertised as 500 Mbps.
During a test, a 1 GB file is downloaded in 25 seconds.

Answer the following questions:

- Convert the file size from bytes to bits.

- Calculate the average actual throughput achieved during the download.

- Compare the result with the theoretical bandwidth of 500 Mbps.

- Explain why throughput can be lower than the nominal bandwidth.

- Identify at least four factors described in the handout that can reduce actual
throughput.

- Atechnician claims that the connection is faulty simply because throughput does not
reach exactly 500 Mbps. Evaluate the statement and explain your reasoning.

- Explain why, under real conditions, throughput can equal bandwidth only in the ideal
limiting case.

How long should it take?
A videomaker needs to upload a 6 GB video file to the cloud.
The connection is asymmetric:

- Download: 300 Mbps

- Upload: 20 Mbps

Answer the following questions:

- Indicate which of the two speeds should be used to calculate the file upload time.

- Convert 6 GB into bits.

- Calculate the theoretical minimum time required to complete the upload, assuming
the entire bandwidth is actually available.

- Explain why the transfer may take longer in practice.

- Explain what it means for the connection to be asymmetric.

- Explain why this type of connection may be suitable for a user who consumes a lot of
content but less convenient for someone who continuously uploads large video files.



A second provider offers a symmetric 100 Mbps connection. Explain which of the two

connections might be more attractive to the videomaker and justify your choice.

Measuring delay with ping
An administrator runs the ping command to a server and obtains the following response

times:

188ms—21ms—19ms—20ms — 22 ms

The administrator then repeats the test and obtains:
18ms —90ms —25ms — 140 ms — 21 ms

Answer the following questions:

Explain what the values in milliseconds shown by ping represent.

Indicate which of the two tests shows a more temporally consistent connection.
Explain which QoS parameter is highlighted by the large variation in times in the
second test.

Explain why the two tests can have average latencies that are not dramatically
different yet still provide very different experiences in real-time applications.

State what RTT represents.

Explain why it is not always correct to say that one-way latency is exactly half of RTT.
If some ping requests received no response, indicate what additional connection
problem could be suspected.

Explain why ping is useful for analyzing a network but does not, by itself, describe the
entire quality of service.

A video call that “stutters”
During a video call, packets arrive with the following delays:
30ms—31Tms—29ms—30ms —32ms

After a few minutes, the situation changes:
30ms —85ms —41ms — 120 ms — 33 ms

The users begin to notice irregular audio and small stutters in the video.
Analyze the problem.

Compare the two sequences and identify which situation has higher jitter.

Explain why the average latency is not the only factor that matters; the amount by
which individual delays differ from one another also matters.

Identify at least three possible causes of jitter described in the handout.

Explain how different paths followed by packets can produce different delays.
Explain how congestion and queue management in routers can increase jitter.
Explain why high jitter is particularly problematic for real-time audio and video.
Explain in what sense jitter can be interpreted as a measure of latency variability.

How large should the buffer be?



A service must handle two applications:
- Application A: a recorded film available for streaming.
- Application B: a video call between two people.

The network occasionally experiences variations in packet arrival times.

Answer the following questions:

- Explain what function a buffer can perform in both applications.

- Explain why the streaming service can afford to accumulate a relatively large amount
of data before playback begins.

- Explain why the same solution would be problematic in a video call.

- Describe the specific function of a jitter buffer.

- Explain what might happen if the jitter buffer were too small.

- Explain what might happen if it were too large.

- Suggest which of the two applications should place greater priority on smooth
playback even at the cost of a longer initial delay.

- Explain why the ideal buffer size represents a trade-off between continuity and
latency.

Four media types, four different requirements
A platform must provide the following four services:
- Displaying photographs
- Streaming a recorded film
- Live streaming of a match
- Interactive videoconferencing

Order the four services from the least difficult to the most difficult to manage from a
quality-of-service perspective, and answer the following questions:
- Explain the order you chose using the criteria in the handout.
- Explain why an image can still be displayed correctly even after some delay.
- Explain why a recorded film can use a fairly large buffer.
- Explain why the buffer cannot become excessively large during a live stream.
- Explain why videoconferencing has even stricter latency requirements.
- Identify which services are continuous media and which one is non-continuous
media.
- Explain why, for continuous media, it matters not only that data arrive, but also that
they are received at a regular rate over time.
- Identify which parameters among bandwidth, latency, and jitter you consider
particularly critical for each application and justify your choices.

Diagnosing a school network

During a school day, the following problems are reported:
- File downloads are much slower than expected.
- Video lessons have intermittent audio.



In educational online games, students' actions are registered with a noticeable delay.
Recorded videos work well after a few initial seconds of loading.

A ping to a server alternates between values of 20 ms and 150 ms.

A connection advertised as 1 Gbps normally achieves only 350 Mbps of actual
transfer speed.

You are the network administrator and need to make an initial diagnosis.

Associate each problem primarily with the concepts of bandwidth, throughput,
latency, jitter, or buffering.

Explain why the measured 350 Mbps represents throughput and not necessarily the
theoretical bandwidth of the connection.

Explain what problem is suggested by ping values that fluctuate between 20 and 150
ms.

Explain why this irregularity can affect a video lesson more severely than a normal
download.

Explain why recorded videos can continue to work well thanks to buffering.

Suggest at least three possible network causes to investigate based on the factors
described in the handout.

Indicate which measurements you would perform to distinguish a bandwidth problem
from a latency or jitter problem.

Conclude by determining whether simply increasing the connection bandwidth would
necessarily solve all the problems described, and explain your reasoning.
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Editorial notes

In producing these materials, | have used generative artificial intelligence tools to support
the writing process, particularly to improve the form of the text, reorganize content, refine
wording, and speed up certain editorial tasks.

As | work independently on the production of these materials, | try to automate any
activities that can reasonably be automated, so that | can devote more time to research,
design, and content development.

However, artificial intelligence does not determine the content of this work: the choice of
topics, structure, ideas, interpretations, examples, and teaching approach are developed
by me. Al is therefore used primarily as a tool to support production and formal revision,
while authorship and responsibility for the design and content remain mine.

Unless otherwise indicated, this material is distributed under the Creative Commons
Attribution—-NonCommercial-ShareAlike 4.0 International license (CC BY-NC-SA 4.0).

You are therefore free to share, redistribute, adapt, and create derivative works based on
this material, provided that appropriate credit is given, the material is not used for
commercial purposes, and any modified or derivative versions are distributed under the
same license.
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